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Networked, Embedded, Real-Time Everywhere!

A Recent Past US Governmental Investments:

DARPA: MoBIES, NEST, SEC, SenselT, PECES, PAC/C, QUORUM,
Embeddabl e Systems, é

NSF: Hybrid Embedded Systems, Cyber Physical Systems, é .

A Proliferation of Ubiquitous and/or Embedded Systems/Devices
Handhel ds (1 phones, pal mtops, di
Entertainment devices/systems (e.g., ipods, HDTVSs)

Consumer electronics, home appliances

Smart ground/air/water vehicles, homes/buildings, copiers
Health-care systems/devices

Ad hoc networks of sensors and actuators _
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Embedded systems/devices are networked!

Network Backbones I
[I
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Two Main Components

A Consumers own/operate end-systems/devices which are
seamlessly connected to the network.

A End-systems and network have been, and will continue
to be, developed independently

A But consumers/apps demand diverse QoS, irrespective
of their type and location,

Need QoS support for both end-systems and networks, and their
Integration for e2e QoS

QoS=> timeliness, dependability, security, privacy,e , whi ¢ h
not independent.
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Cost Is a Major Concern!

A Massive volumes (10K-100M units)
Y Saving even a few dollars per unit
IS Important!

cheap, low-end and low-power processors
max. 32-64 KB SRAM, often on-chip
low-cost networks, e.g., IR, Bluetooth, CAN,

FIl exRay, 802.11x, 802. 16, é
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Energy Is Also a Critical Resource!

A Mobile/handheld devices, satellite,
space systems all have limited
power budgets

A Physical and thermal limitations on

systems
A Approaches:

Hardware:

A Limit parallelism and speculative -
execution T'LL PROBABLY DROP
4 Improve circuit technolo ggi,"g.,?f” ﬁﬁﬂﬁ?ﬁrﬁF
A
P i PICK IT UP? ' "AT'THE SAME TIME

Software: AHD SAVE ENERGY
A Perform fewer computations
A Improve algorithms and mechanisms,

e.g., DVS
At different abstraction/network layers
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OS for Embedded RT End-Systems

A Code size ~ a few 10 kB, and small RAM ~ a few kB

A Must provide all basic OS services: IPC, task
synchronization, scheduling, 1/0O

A All aspects must be re-engineered to suit small-memory

embedded systems:
API
IPC, synchronization, and other OS mechanisms
Task scheduling
Networking
Energy-efficiency

E.g., OSEKWorks, Lynx OS, and EMERALDS are
typical examples => separation/partitioning kernel
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QoS Assurance

A

> >

>

Now we know how to guarantee timeliness and
achieve a certain level of fault-tolerance on end-
systems and networks in isolation

But their integration is still hard

Adding security makes it harder, especially in view
of heterogeneity of devices, protocols, apps, and
operating envrionments

One-fits-all solution is unacceptable and strong
iInter-dependencies exist among diff different QoS
dimensions and abstraction layers

=> Need to customize by making tradeoffs
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Meaning of e2e QoS

A QoS inside both end-hosts AND QoS inside
the networks

— —
App A App B
% %
T ort Transpor i

PoTEe B TSR
Network Network
P
Device Driver Device Driver
0 TR PO
MAC & PHY MAC & PHY

Ai Networks ﬂi
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End-Host Communication SW Structure

API ENTRY

PROTOCOL PROCESSING p—

CPU
SCHEDULING

LINK
PACKET TRANSMISSION SCHEDULING

NETWORK
ADAPTER
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End-Host Software Architecture

API ENTRY

MESSAGE/CONNECTION

HANDLERS
oo TH RUN QUEUES (FIFOs)
6
¥ ¥ ¥
= | I PACKET QUEUES
O LINK SCHEDULER
¥

NETWORK ADAPTER
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Secure Embedded Systems

A Unlike patch-after-failure for desktops,
embedded systems must continue operation Iin
spite of security compromises/threats

> Must self-secure and self-organize

A Heterogeneity of ES architectures provides
multiple attack opportunities

A Specialized, embedded, secure storage silicon
and coprocessors offload security authentication
and encryption tasks to dedicated hardware



=
Sample Ongoing Projects at UM

A Protection of embedded app SW and data under
untrusted OS

A Mobileworms

A Self-securing mobile handsets

A Security of sensor networks
Embedded OS

Lots of networking

Enterprise systems---server farms
A Virtualization

Etc.

> > >
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Here Come Mobile Worms!
Proximity Scanning

AUse shoriange RF such as Bluetooth to discover targets |
ARange of bluetooth: 100m for-Ckass 10m for Clésdevices
ARecent incident of Cabir in Helsinki Olympic sports stadit
ARange of proximity scancemgoe diverse (e.g., stadium, air

train/bus station, shopping mall, hospital, coffee shops)

C Bluetooth Vulnerabillities

AB
AB
AB

uejackindhnonymous transmission of data to a nearby d
uesnarfindccess to restricted data on a nearby device
uebuggindlodification of data, serial access to launch

an application on a nearby device
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Here Come Mobi | e W

Passive Worms

ASetup arogWWLANAP or wusers (fifree w
Alnstall Trojans and worms on vulnerable mobile devices

C MobilityiInduced Propagation

Alnfected cell phone or mobile device uses proximity scanning
while moving across cells or WiFi hotspots

ARate of propagation depengsaimity scanning range
mobility patteofh infected device, #wf devicaa each cell:

AEach infected device moves
AOnly the original device m
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Here Come Mobi |l e W

Crossover Worms Are Already Here!
APropagate from wired to wireless-uerdae

AWiredoWirelessfirstgeneration attacks such as Timofonica,
Minuka, Hacktool (launches SMS DoS on targeted phc

AWirelesso-WiredAn attacker uses a mobile device to upload
regular scanning worm onto a wired host: Cardtrap (instal
t hree Aregul aro worms on 3

> Hard to trace back the original attack
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Modeling and Containment Challenges
Propagation Factors for Mobile Worms/Viruses:

AConnectivity (diverse radio interfaces, e.g., Bluetooth, 802.11
GSM, GPRS, 3G)

AOS Vulnerabilities (Symbian, Palm, WinCE)
AWindows/Unix/Linux (wired to wireless propagation)
ADensity of mobiles in a given network or in range (Stadium/A
ATarget Discovery (SMS/MMS Buddy Lists, Bluetooth neighbo
AMobility Patterns
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Agent-based Malware Modeling (AMM)

AEach node is programmed as an indigieluaithdevice
attributeandservice models

ANodes:
AFixed/wiredhosts, routers, access points, base stations
AMobilehandsets, cell phones, laptops
ASpecialApplication Servers, verification and RL servers

AFlexibleservice compositi@MS, Bluetooth, P2P, IM, Email, et
AWired Segment: Allows seleiet mitigation
AMobility Models: Random Waypoint;Neakss
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Self-Securing Handsets

A Proliferation of handset devices

Global smart-phone shipments soared by 75.5% in
the first quarter of 2006, reaching 34.7 million units

A Emergence of new-generation worms/viruses
Propagate through new vectors, e.g., BT, MMS
Crossover worms, e.g., Cardtrap, Mobler

A Demand for efficient security services
Limited resources: computation, memory, storage

Only a few signature-based detection schemes
available for a limited set of attack signatures.
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Handset Worm Examples

A CommWarrior worm (2005)
A Spread Vector: MMS (with the payload as attachment) and Bluetooth
A Damage: Reset device on the first hour of 14™ of any month
A Platform: Symbian Series 60

A Skulls Trojan worm (2005)
A Spread: SMS/MMS
Damage: Overwrite all system applications

A
A Platform: Symbian Series 60, 80

A Mobler Worm/Trojan (2006)

A Planform: Symbian Smartphone, Windows

Damage: Attempts to copy itself to all

da\_/aila)ble writable media (floppy, USB memory, different folders on fixed
rives).

Disables certain Windows features (Task Manager, Registry tools, search)

and can mount a DoS attack.
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